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The information theoretic security recently has attracted much attention [8]. One of the
important objects in the secure communication is the broadcast channel with confidential
messages (BCC) first investigated by Csiszar and Korner [1]. The model is depicted in Fig.1.
The BCC involves two discrete memoryless channels with two sources, one encoder and two
receivers. A common message must be transmitted at rate Ry to both receivers and a private
message to the intended receiver at rate R; while keeping the other receiver ignorant of it
with equivocation rate R,.
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Figure 1. The discrete memoryless broadcast channel with confidential messages.

The E-capacity is an important concept in information theory [6]. The E-capacity (rate-
reliability function) for a discrete memoryless channel (DMC) was introduced by E. Haroutu-
nian in 1967 [3]. It presents dependence between rate R and reliability E (error probability
exponent) of optimal codes. The function denoted by R(E) (and also C(E)) [3] , [4] is
inverse to the Shannon’s reliability function F(R). Furthermore, the concept of E-capacity
can be considered as a generalization of the Shannon’s channel capacity. When E goes to
zero, the function C'(E) tends to the channel capacity C, and when E goes to infinity, the
C(F) goes to zero-error capacity Cp.

Csiszar and Korner found the capacity region of the BCC [1]. Liu et all proposed the
capacity region of the BCC with two confidential messages [9]. Xu, Cao and Chen investi-
gated an inner bound on the capacity region of the BCC with one common message and two
confidential messages (BC-2CM) [11]. Random coding bound and sphere packing bound for
E-capacity of DMC are studied in [5], [6]. Random coding bound for the E-capacity region
of the broadcast channel with one common message and two private messages was found in

7).
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In this paper, we investigate the BCC. We consider error probability exponents (relia-
bilities): FEi, Fs, Ej3, of exponentially decrease of error probability of, respectively, the first
decoder, the second decoder and of the decoder trying to find the confidential message. For
E = (E1, Ey, E3) the E-capacity region is the set of all achievable rate triples Rg, Ry, R.
of codes with given reliabilities F;, F5, F5. We construct a random coding bound for F-
capacity region of the BCC. When error probability exponents are going to zero, the limit of
this bound coincides with the capacity region of the BCC obtained by Csiszar and Koérner.
The notion of E-capacity region is used also for estimation of equivocation rate.

It should be noted, that the consideration of the F-capacity upper bound of secrecy
leakage, which is the rate of available information of unintended receiver with respect to the
private message, is a non-standard approach to lower bound construction of equivocation
rate in the BCC.

Result Formulation. Consider RVs X, Y, Z and auxiliary RVs Uy, U, with joint
PDs:

Qo ProVyix = {Q o P o Vyx(ug,u1,z,y) = Qo(uo)Quio(ur|ue) P (z|ur) Vyx (y[z)}, (1)

Qo ProVzx ={Q o ProVzx(uo,u1,x,2) = Qo(uo)Qupo(ur|uo) P (z|ur)Vzix(2]z) ). (2)

We define the following functions appearing in our inner estimates of F-capacity region:
A

RS(Q7 P17 E17 EQ) =

+

Y

oo

[Q,PLVY\X(UO NY)+ D(Vyx ||[Wyx|Q1, P1) — Ey

min { min
W x:D(Vy x Wy | x1Q1,P1)<E1

min
Vzix:D(Vz x [Wz|x|Q1,P1)<E2

RHQ, P, Ey) 2

[Q7P17VZ\X(UO NZ)+ D(Vyx||Wzix|Qr, P) — Es

+
min , (4)
Wy x:D(Vy x[[Wy | x1Q1,P1)<E1

[QJDLVY\X (Ul A Y|UO) + D(VY|XHWY|X|Q17 Pl) - El

A
RZ(Q7P17E17E3) =
+

min _
Wy 1x:D(Vy | x[|Wy | x |Q1,P1)<E1

[QJDLVY\X(Ul A Y|UO) + D(VY|XHWY|X|Q17 Pl) - El

[QJDLVZ\X (Ul N Z|UO) (5)

min
Vzix:D(Vz xIWz | x|Q1,P1)<E3

Let us consider the following bounds of rates Ry, R1, R.:

0<Ry+ R < Ry(Q, P, Ey, Ey) + R{(Q, P, Ey), (6)
0 <Ry < Ry(Q, P, Ev, Ey), (7)
OSReSR:(Q7P17E17E3)7 Re SRI (8)

The result of the paper is formulated in the following
THEOREM 1. For E, >0, E, >0, E5 >0, the region

R*(E) 2 | {(Ro, Ry, R.) : (6 —8) take place for Uy — Uy — X — (Y, Z)}  (9)
Q.P1

is an inner bound for E-capacity region C(E) of the BCC:
R*(E) C C(E) C C(E).
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