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Abstract

Information security has become a very important issue as organizations
are increasingly becoming dependent on data and information technology
for conducting their operation. There are several risks associated with
information systems and well-devel oped models are needed to address those
risks. Information systems are constantly being attacked by several actors,
including, organized crime, political groups, and intelligence agencies.
Organizations continue to invest resources to protect their assets. Both the
attackers and defenders have clear motives and gains from their activities.
Game theoretic concepts provide an ideal framework to model defender-
attacker interactions, particularly Stackelberg Security Games. This paper is
focused on application of Stackelberg model to information security
management of financial systems.

Keywords: Stackelberg security games, Information security, Financial
systems.

1. Introduction

Game theory is well-suited to model security problems for different adversaries. Recent research
activities were focused on Stackelberg Security games which are applicable to many security
resource allocation and scheduling problems [1]. Those games are not only suitable for physical
security problems, but also in information security problems; there are also leaders and
followers. Leader in case of information security is a security officer and the follower is a
hacker. As information security technologies get better the cost of the attacker has risen and
attackers invest significant resources in developing tools and technologies for their exploits.
There are multiple types of attacks as well as multiple security measures to defend against the
attacks, consequently, there are alot of available strategies for both attackers and defenders. The
problem is to find optimal strategy for the defender by accepting the rules of Stackelberg
Security Games. This problem moves to find Strong Stackelberg Equilibrium which is a solution
to the problem.

In this paper the detailed description of Stackelberg Security Games and Bayesian
Stackelberg Security Games is provided and its applicability in information security domain is
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discussed. Several facts are mentioned to state the goodness of information security management
modeling of financial systems.

2. Stackelberg Security Games

A Stackelberg game is atwo-player game with aleader and afollower, where the leader acts first
with the mixed strategy, and the follower responds with a pure strategy after observing the
leader’s strategy. With those strategies both players are trying to maximize their utilities. The
leader is acting first by a mixed strategy and the follower is observing the leader’s strategy and
then trying to maximize his or her payoff.

Let’s denote by L the leader’s mixed strategy and by F — the set of follower’s pure

strategies. In this case the leader’s-follower’s expected utilities will be mL+m , and
niL+n, ,, respectively. Let’s denote by U and V the leader’s and follower’s utility matrices,

respectively:
U:(nlo n]:OJ V:[nl'o r]F,OJ.
m m) n, ne

Bayesian Stackelberg games allow taking into consideration multiple types of followers.
This allows to model problems more widely with different types of attackers. In Bayesian
Stackelberg Games a type of adversary is drawn randomly from the set {1, 2, ..., I}, where each
type 1<i<l has its prior probability p' representing the likelihood of its occurrence. The leader
acts by its mixed strategy knowing the distribution of all different types of followers, but the
leader doesn’t know the type of the follower at a certain time. For each follower’s type i there are
utility matrices of leader and follower: U' and V' _

Lets denote by f=(f*, f%, ...,f') the follower’s pure responses, where f'is the pure strategy
of follower typei. In this case the expected utilities can be defined for both |eader and foll ower:

u(L,F)=Y pu(L, ),
where
u'(L, ) =(m) L+m,,,
isthe leaders expected utility against the follower with type,
n'(L,f)=m,)"L+n .
To find the best strategy for the leader it is needed to find Strong Stackelberg equilibrium
[2]. To define the Strong Stackelberg equilibrium we need to define a vector of functions o=(d",
o’ ..., '), where each g maps a leader’s mixed strategy to a pure strategy of follower with type
I, and g(L) is a vector of the follower’s responses to L according to g. Now the Strong
Stackelberg Equilibrium can be formally defined:
For a given Bayesian Stackelberg Game with utility matrices (U%,V?Y),...,(U', V') and type
distribution p, apair of strategies (L, g) formsa Strong Stackelberg Equilibrium if and only if:

1) Theleader plays a best response:
u(L,g(L)) = u(L" g(L),VL"

2) Thefollower plays a best response:
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n'(L,g (L)) =n(L, f),vi<i<I|,v1< f <F.
3) Thefollower breakstiesin favor of the leader:

u'(L,g' (L)) >u'(L, f),v1<i<|,Vvf thatisabest responseto L asabove.

Stackelberg model is widely used in security domain, because it is one of the most
suitable models to show the strategic interaction between the defender and the attacker. It is used
in different scenarios. For instance, Stackelberg Games are used in the ARMOR system, which is
deployed at the Los Angeles International Airport (LAX) [1], IRIS program is used by the US
Federal Air Marshals (FAMS), and also have many other applications for security modeling [2,
3]

3. Application in Information Security Domain

Stackelberg games are useful in modeling information security issues. In that case, for instance,

the leader can be an information security officer (or organization) and the follower is a hacker

(or an organized crime group). The leader acts first by deploying different information security

tools to protect its resources. The follower can then respond by probing the network to determine

its state and then respond to the leader using its pure strategy. Different types of followers can be

construed as different types of attacks. According to the recent research and statistics [6], [7]

organizations are able to construct percentage distribution of attack techniques. Attackers can

scan the current state of the network, search for vulnerabilities and decide the best strategy to
implement.
Security department can be referred as a leader because of the following points:

1. Security policies are open to public in most cases.

2. Potential security tools and measures are standard and well known. Hackers can infer
security deployment by probing the network and often such information is publicly available
from the security vendors or organizations themselves.

3. Each security measure has its own vulnerabilities and weaknesses, which gives an
opportunity for the attacker to choose the best way to attack.

All these facts suggest that Stackelberg games are applicable to information security domain.

4. Specificsof Information Security Problemsin Financial Systems

Information security assurance of financial systems has its own specifics and has many

differences with similar security strategies of other companies and organizations. First of all, the

information that is stored in financia institutions in many cases represents real money, which is

one of primary goals for different adversaries. Second, information security threats for financia

organizations are sufficiently specific and countermeasures against those threats are often open

to the public. Moreover, in other conventional organizations the stored information is threatened

only by alittle range of adversaries who are the competitors of the organization in most cases. In
case of financial systemsthe range of threatsiswider.

Let’s discuss some specific factors that affect the information security of financial systems:
1. The stored and processed information in financial systems represents real money.
Using information systems different payments, transfers and other financia
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operations are implemented; the illegal manipulation of such information may lead to
serious losses. This feature expands the range of criminals.

2. The stored information in financial systems affects the interests of a large number of
people and organizations — the clients. As a rule, this kind of information is
confidential, and the organization is responsible for providing the required degree of
privacy to their customers. Of course, customers are entitled to expect that the
organization should take care of their interests, otherwise it may lead to the loss of
reputation with all the consequences.

3. Information security of financial system (unlike most other companies) must provide
high reliability of computer systems, even in case of emergency, because it is
responsible not only for their money, but for the money of customers.

4. Sensitive information about clients are stored in financial systems, which leads to the
widening of the range of potential attackers, who may be interested in theft or
damaging of such information.

5. Caseof Banks

For simplicity let’s take an example of financial system — a bank. The described model can be
applied in case of information security modeling of banks. In this case, the security department
of bank is referred to as a leader and hackers - as followers. The problem of information security
management of banks is rising rapidly due to the expansion of the use of mobile and Internet
banking and a very strong dependence on the Internet of the banking system operations. Besides,
since the banks deal with money, they are attractive targets for adversaries.

A bank has a set of targets that should be protected. The security department uses different
security tools to cover those targets regarding the information security policy of the bank and
different state regulations. All these documents are open to public in most cases. Moreover, the
exact technology for security software and hardware is well known in most cases. These
circumstances are making available observation of the security state of a certain bank for
adversaries. By probing the bank system network the hackers decide which attacking strategy to
implement based on leader’s strategy.

By examining the recent statistics of attacks in banking systems, security departments are
familiar with different types of attacks and their likelihoods of occurrence. Based on that
knowledge the problem of the bank is to find an optimal strategy for defense measures taking
into consideration the fact that adversaries are able to observe it and respond in the best way that
will give them the greatest result. The optimal strategy can be found by finding Strong
Stackelberg Equilibrium in this type of security game.

Research in this field can be challenging as many offences may remain unknown to the
public due to the fact, that the managers of such organizations are afraid to lose reputation. This
fact makes difficulties due to the lack of sufficient information.

For the illustration of the proposed model lets consider case of banking web application. We
will use the most critical security risks as strategies for the attacker (follower) and possible
countermeasures for each risk as strategies for the defender (Ieader). Risks and countermeasures
are illustrated in Table 1. Based on possible impacts of certain risk or countermeasures and
taking into consideration corresponding costs implementation we can derive the payoff matrix
(Table 2). In this example is taken into account the fact, that the follower can also decide to take
no action at all (NA).
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Table 1: Risks and Countermeasures

Security Risk Countermeasure
SQL injection (SQLi) Escaping routines (ER)
Cross-Site Scripting (XSS) Escaping routines (ER)
Broken Authentication and Session Management (BASM) Session Security (SS)
Insecure Direct Object Reference (IDOR) Access Control (AC)
Cross-Site Request Forgery (CSFR) CSFR Guard (CSFRG)
Security Misconfiguration (SM) Environment Securing (ES)
Failure to Restrict URL Access (FRUA) Access Control (AC)
Insufficient Transport Layer Protection (ITLP) Secure Sockets Layer (SSL)

Table 2: Payoff Matrix

SQLi | XSS | BASM | IDOR | CSRF | SM FRUA |ITLP| NA
ER 7,-1]17-1 52 | -205 | 52| -42] -205 |-51]-10
SS -6,3/-63| 2,-2 | -305 | -6,2 | -52]| -305 | -61| -2,0
AC -6,3]-6,3| 6,2 | -2,-05]| 6,2 | -5,2 | -2,-05 | -6,1| -2,0

CSRFG | -6,3 |-6,3| 6,2 | -3,05 | 0,-2 | 5,2 | -3,05 | -6,1| -2 0
ES -6,3/-63| 6,2 | 3,05 | 6,2 | 3-1] 3,05 |-6,1]-20
SSL -6,3]-63| 6,2 | -3,05 | 6,2 | 52| -3,05 | 0,-3] -20

We will define two types of followers, A and B, with same payoff values but with different sets
of possible pure strategies. Lets assume, that the follower type A can use any strategy, except
NA, and the follower type B can’t use CSRF and ITLP strategies. Calculations are done with the
following primary conditions:

= likelihood of the appearance of the follower type A is 0.6;

= likelihood of the appearance of the follower type B is 0.4.

Here are the results of the calculations:
maximum expected utility of the leader = -0.09499999999999931
maximum expected utility of the follower type A = 1.3076923076923077
maximum expected utility of the follower type B = 1.1
pure strategy of the follower type A: XSS
pure strategy of the follower type B: SQLIi
mixed strategy of the leader:
v ER: 0.4542307692307692
v'SS: 0.20423076923076922
v'AC: 0.0
v CSRFG: 0.06923076923076923
v'ES: 0.2723076923076923
v'SSL: 0.0
The presented results are consistent with overall statistics of attacks on web applications,
where SQLi and XSS are considered as the most critical security risks. Therefore, based on the
obtained results, information security resourse allocation should be implemented with use of
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probability distribution obtained in the mixed strategy of the leader to get the optimal defense
strategy.

6. Solutions

There were significant advances in recent researches concerning the solutions of Stackelberg
Security Games, particularly finding Strong Stackelberg Equilibrium. For instance, in [4] a
multiple linear programming method is suggested for finding Strong Stackelberg Equilibrium,
but in this method the number of LPs grows exponentially as the number of types of followers
increases. In general, finding an optimal strategy for the leader in Bayesian Stackelberg Gamesis
NP-hard [4], but there are significant improvements in solutions. In [2] DOBBS method is
introduced. The idea of that method is decomposing multiple LPs to single mixed-integer linear
program (MILP). There is also a Branch-and —Bound search method (HBGS) represented in [5]
and other solutions which are all applicable to find an optimal strategy for the leader.

7. conclusions and Future Work

This paper is related to the application of Stackelberg Security games in information security. A
detailed description of the model is given. Taking into consideration the form of the model it can
be seen that it fits into information security domain where the role of the leader plays the systems
administrator or security officer and the follower is the attacker (hacker). In future work
particular examples will be discussed with certain types of attacks and defenses. Also
experimental results will be given based on recent statistics.
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Cunwul b pipgh witunuwiugnipjut jpuntph fhpwenipniup
dhtwbvwjut hwdwljupgbph wtdunuwignipyu
Jjuwpwjwupdwi hwdwp

U.. Uppwhwidjut
Udthnthmd

SYyu] wohpwwnwupmd tjuwpwugpynid E ppwunbph mbkunipyut hhdwt Jpu junnigws
dhtwmiuwjut  hwdwlupgtiph wnbkptjunjujut witunuigniput jurwjupdu
Unnt) Cuuljbphpgh fewnbph Yhpwenippudp: Rkpdmd ki npnowljh wowidiuhun-
Ynipmibubp Juuyws Shtwbuwlwb hwdwlupghph nbnbjunjuljut winunwb-
gnipjutt htin b Srwlbpipgh wijuwignipjut pwntph tyupugpnipmi:  2ZEnw-
qnuinipjut wpnniupnid nipymd B hwunbp, npnup hwunwnmd Eu Svwwykpipgh
huwuntph Yhpwenipjut wppnibwinmpmniup htwbuwljut hwdwlupgbiph nknk-
Junjuljutt wtduwignipyjutt ptuniputtph owwhdw] puwohudwl Junwdupdwb
Unnbjuwynpdw nhupnud:

Nrpbl 6e3onacHocTy LUTakenb6epra ans ynpasneHus
MH(OPMaLMOHHON 6e30MacHOCTLIO
(PMHAHCOBbIX CUCTEM

A. AbpaamsH
AHHOTauus

B pgaHHOM paboTe  OMMCbIBAETCS  TEOPETMKO-UIpOBas  MOLeNb  YnpaBneHus
MH(OPMaLMOHHON 6e30MacHOCTLI0 (IMHAHCOBLIX CUCTEM C MpuMeHeHneM urp LLTakenb6epra.
OnucaHa cneundmrka npobaemM MHPOPMaLMOHHON 6e30MacHOCTN PUHAHCOBLIX CUCTEM, U TEOpPUS
nrp 6esonacHocTn LUTakenbbepra. Pe3ynbTaTbl UCCNeA0BaHUA NOATBEPXKAAIOT AHEKTUBHOCTb
ncnonb3oBaHus urp  6esonacHocTn  LUTakenbbepra B MOZENMPOBaHUM  ONTUMa/IbHOIO
pacnpefeneHuns pecypcoB MHMOopPMaLMOHHOK 6e30MacHOCTY B (JMHAHCOBBIX CUCTEMAX.



